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I. OBIIIME ITOJIOKEHMU L

1.1. Hacrosmee Ilomoxenue o6 Omumnuame Yuusepcutera UTMO 1o
MH(GOPMaLMOHHOK O€30IIaCHOCTU A IIKONBHUKOB 7-11 kimaccoB «ITMO Security»
(nanee — ITonoxenue, Onumuaa) paspaboTaHo Ha ocHoBaHMH DeNepaabHOro 3aKoHa
ot 29.12.2012 Ne273-®3 «O6 obpaszoBanum B Poccuiickoit ®Deneparn» W B
COOTBETCTBMH C NIpHKa3oM MUHHCTEPCTBA HAYKH U BEICIIETO 06pa3oBanus Poccuiickoi
®enepanuu ot 22 mons 2022 roma Ne 566 «O6 yrBepxaenun [lopsaka mpoBeneHus
ONTUMITHAJ] IIKOJIBHUKOBY (Hajee — [lopsanok mpoBeneHus oTMMITHAT IIKOJTEHUKOB).

1.2. IlonoxeHue omnpeaenser MNOpANOK IpoBeaeHus OnuMIIHanbl, e€e
OpraHM3allHOHHOE M MeToauuYecKoe obecredeHue, Mopsanok orbopa mobemureneil u
IIPHU3EPOB.

1.3. Hemamu OnuMnuajibl SBISIOTCS: BBISBICHHE U Pa3BHTHE Y IIKOJIHEHHKOB
TBOPYECKHX CIIOCOOHOCTEH, HHTEpeca K U300 peTaTeNbCKOi AeATeIPHOCTH, COIEHCTBHE
Ipo(eCCHOHATBHOM OpHEHTAIMH IIIKOIBEHIKOB.

1.4. Opranusaropom OnuMIiuaznsl SBngercs (elepalbHOE roCyIapcTBEHHOE
ABTOHOMHO€E 00pa30BaTeNIbHOE yUpeKJeHUE BHICIIETo oOpa3zoBaHus «HaluoHaIbBHBIM
uccienosarensckuil yausepcurer MTMO» (nanee — Yausepcurer UTMO).

1.5. PaGouum s3b1k0M npoBeaeHust ONUMITAAIET ABIACTCSA PYCCKHIA A3BIK.

1.6. UndopmanmonHoe obecniedeHre ydyacTHUKOB OIUMIHAABI PEaU3yeTCsa
IIOCPENCTBOM IyOnuKkanuu UHGOpMaluy Ha OQUIIHAJILHOM caiite OnuMIMaasl B CETH
«Mureprer» (nanee — caitt Onumnuazns): http://security.itmo.ru/.

1.7. Baumanue ratel 3a ygactue B ONUMITHATIE HE IOy CKAETCS.

II. YHACTHUKH OJIUMIIHNA IbI

OnmuMnuaza MOpOBOAMUTCS Ha HOOpPOBONBHON OCHOBE g ydammxes 7-11
KIaccoB 00pa3oBaTeNbHBIX OpraHW3alWii, OCBaMBarOIIUX 00IIe00pa3oBaTeIbHEIE
IpOrpaMMbl OCHOBHOIO OOINETro M cpeaHero obmero o6pa3oBaHus, a Takke B hopme
ceMeiHoro o0pa3oBaHMS WIM €aMoOOpa3OBaHMA, a Takke JHIla, OCBAMBAIOLIHE
yKa3aHHBIE 00pa30BaTeIbHbIE IIPOrPaAMMEI 32 PYOEkKOM.

II1. OPTAHU3AIIMOHHO-METO/JUYECKOE OBECIIEYEHHUE
OJIMMITHA JIBI

3.1. Jlna opraHM3anMoOHHO-METOaMdecKoro obecrneueHus OQIMMITHAJIED
CO3/AlOTCA OPraHU3alMOHHBIA KOMHUTET (fanee — OprkoMHUTET), METOIUYECKas
KOMMCCHSL, YKIOPH U alleUIILUOHHasA KoMuccust OIIUMITHA]TEL.
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3.2.

OpI‘KOMHTET, MCTOAMYCCKAad KOMHMCCHA, XKIOpH H aneuIsIIIHOHHAaAg

KoMuccensa Omnumnuansl  GOPMUPYIOTCS W3 HAyyHO-IIPENOIaBaTEIbCKOIO COCTaBa
(axynereTa besonacHoCTH MHPOPMAIMOHHEIX TexHonorud Yumsepcurera UTMO n
HWHBIX Kareropuit paborHukoB VYHuBepcutera HWTMO. CocraBel — eXerogHo
yrBepakaaroTes OprrkoMuteToM ONHAMITHATEL

3.3. OprkomuTteT OIUMITAAIEL:

yIBep:KIaeT rpadUK U IUIONIAAKHA MPOBEACHU 3TarnoB OJIuMITHAaIEL,
(GopMHpYET ~ COCTaBHl ~ METOAHYECKOM  KOMHCCHH, JKIODH U
aleuALMOHHON Komyuccuu OIUMITHA B,

00eCIeUunBAET HEMOCPEACTBEHHOE poBeaeHre ONUMITHA/IEL;
o0ecreyrBaeT XpaHCHHAE OTUMITHAIHBIX 3a[aHUIA;

OCYIIECTB/IAET KOAMpOBaHHME (00€3NHUYMBaHHE) H PpPacKOAUPOBAHUE
OJIMMITHAIHEIX pab0T YIaCTHUKOB OJIMMITHAJIE;

obecrie4rBaeT CO3JaHUE CIELUHMATBHBIX YCIOBHH [UIA YYaCTHHKOB
OJIMMITHA/IE] ¢ OTPAHHYEHHBIMU BO3MOKHOCTSAMH 3/I0POBBS, HHBAJIHIOB,
JETeH-UHBAIMIOB,  YYUTHIBAIOIUX  COCTOSHHE  HMX  370POBBA,
0COOEHHOCTH NMCUXOPU3INUECKOTO PA3BUTHS;

He 1o3gHee deMm 3a 10 KaneHmapHBIX JHeH [0 JaTel  Hayana
OoTOOpPOYHOrO  JTama  OMUMIMAnBl  HMHOOPMHUPYET  IOCPEICTBOM
yOnMKanuy Ha oQUIMaIbHOM caiiTe onuMmnuagsl B cetd "MHTepHer"
COBEPIICHHOIETHHX JIMIL, 3a4BUBIIMX O CBOEM Y4YacTHH B OJUMITHAJE,
ponuTenel (3aKOHHBIX IIPEJICTABUTENEH) HECOBEPIIEHHOIETHHUX JIHII,
3afBHBIIMX O CBOEM YYacTHM B ONHUMIIMAne, O rpaduke W MecTax
NPOBEACHUA ONMMIIHAnbl, a Takxke o Ilopsake, YCIOBHUAX W
TpeOOBaHUAX 110 IPOBENECHUIO OJTUMITHAIBI;

obecneurBaeT cOOp M XpaHEHHE COMIACHI COBEpINEHHOJETHHX JIMII,
3asBUBIIUX O CBOeM yuactuud B OumMmuazne, Ha cOGop, XpaHeHHE,
UCIIONBE30BaHKUE, PacIpocTpaHeHue (Iepeaady) W IyOIHKAIIHIO CBOHX
IICPCOHANBHBIX JaHHBIX, @ TaKKe OJUMIIMAIHBIX paboT, B TOM 4HCIIC B
cetu «MHrepHeT», a TaKKe comlacHi popuTened (3aKOHHBIX
NpeICTaBUTE/IEll) HECOBEPIICHHOIETHUX JIHI, 3asBHBIIMX O CBOEM
yuactun B Omumnmane, Ha cOop, XpaHEHHe, HCIIOJIL30BAHHE,
pacnpocTpaHeHue (Iepenady) U IMyOIMKAIMIO HMEPCOHABHBIX AaHHBIX
CBOMX HECOBEPIICHHOJIIETHUX JIETEH, a Takke UX ONHUMITHAJHBLIX paboT,
B TOM 4HcIe B ceTH «HTepHET»;
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B CPOK 10 28 KaJeHJapHBIX JHEH CO JHA [OCIIeHeN IaThl IPOBEACHUS
3aKIIOUUTENbHOrO  sTama  OIuMIuagsl  YTBEPXKIAET — Pe3yNbTaTHl
OnuMnuaas! ¥ JOBOAUT MX JI0 CBENEHUS y4acTHUKOB OIIMMITHAIbL,
YTBEp)KIAET CIUCOK nobGenuteneil u npusepoB OIUMIHAIEL;

BBIJIA€T JUIUIOMEI TOOeIUTENAM U TipuzepaM OIHUMIIHAIE;

myOnukyeT Ha caifite OnuMmuansr B cetd "MHTepHer" pemeHus
ONMAMIIAAIHBIX 3aJaHUH;

IIpelcTaBiieT opranusaropy ONMUMIIHAIE €XKEeroIHbIH 0TYET 110 HTOraMm
npowenmeid OnuMITnags;

OCYIIECTBIAET WHBIE (QYHKIMM B COOTBETCTBHMH C HACTOSIIUM
Tonoxeuuem.

3.4. Meroguueckasa koMuccua OITUMIIHAAIEL;

pa3pabaTelBaeT MaTepHalbl OMUMIIMAIHBIX 3aJaHWi JJIS OJTaIloB
OnuMIHMamIsr;

paspalbaTeiBaeT KPUTEPUM MW METOAWKH OIEHKH BEIIOJHEHHEIX
ONIMMITMAIHBIX 3a/IaHul Bcex 3TanoB OJIMMITHA/IEL;

TPEICTaB/IgeT B OprkoMuTeT ONUMMIHNAABI IPEUIOKEHHS 0 BOIIPOCaM,
CBA3AHHEIM C COBEPIICHCTBOBAHHMEM OPraHU3alldd  IIPOBECHUS
OnuMIuael;

OCyLIEeCTBIIA€T HWHBIE (YHKIMM B COOTBETCTBMH C HACTOSIIAM
ITonoxenueM.

3.5. XKropu OnumMnuajsl:

IIPOBEPAET W OLEHWBAET PE3YJIBTAThl BHITIOJHEHUS YYaCTHUKAMH
OnuMmnuazasl OMTUMITHAIHBIX 3aIaHUM;

TIPOBOAMT IIOKa3 IPOBEPEHHLIX ONMMIIHAAHEIX paboT ydacTHHKAM
3aKJIFOYMUTENBHOrO dTana OIMMITHAIEI,

OTIpENENIAeT KONW4YecTBO OayuioB, HeoOXoAMMOE IS Yy4acTHd B
nocjeayromux aranax OJIuMIIHansl;

OTIpENeNAeT KaHOWAaTyphl rnodemureneit u mpuszepoB OmuMIHanbl Ha
OCHOBaHUM PEUTHHIra y4aCTHUKOB OJIMMITHAJBI;

OCyILIECTBIsAET WHBIE (YHKIMM B COOTBETCTBMM C HACTOSIUM
IMonmoxxeHUEM.

3.6. Anennanuonnas koMmuccust OmuMITHaIb;

IIPUHUAMAET ¥ PaCCMATPUBAET ANEIUIAIHH YUaCTHHKOB OIUMITHAIE;
NPUHUMAET TI0 PE3YJNbTaTaM PacCMOTPEHHSA ane/UIAIHMK pelleHHe 00
OTKJIOHEHMHM MM 00 YIOBIETBOPEHHH AamNeIUIAIUH («OTKIOHWTE
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anejuIAIMI0, COXPaHHB  KOIMYECTBO OajlioB»,  «YIOBIETBOPHTH
aneJULIIMI0 ¢ IOHIDKEHHEM KOlIM4ecTBa OallioB», «YIOBJIETBOPUTH
ATeIAIHIIO C TIOBBIIIIEHHEM KOJIMYECTBA 0alsToBRY);

e WHPOPMHUPYET Y4YaCTHHKOB ONUMNUAgsEl O TPHHATOM pEINEHUH II0
UTOraM PacCMOTPEHUS aleJUIAIINH;

® OCYHICCTBIAET HHBIE GYHKIMH B COOTBETCTBHH C HACTOSIIHM
[lomoxxenuem.

IV. IOPSIOK OPTAHU3AIIMU U ITPOBEJAEHUS OJIMMITUA TBI

4.1. Cpoxu mnpoefeHHs OTOOPOYHOrO M 3aKIIOUHTEIBHOIO 9STAIOB
Omumnumans! onpenerstores Permamenrom. MHbopMalms o cpokax, MeCTe B YCIOBHIX
IIPOBEJIEHHA 3TAIOB IyOIUKyeTcs Ha calite OJIMMITHA/IEL.

4.2. Onumnuaja IpOBOIUTCS B IBa dTAla:

e OtOopouHBIii 3Tam — B 3a04HOl  GopMe C MPHUMEHEHHEM
IVCTAHIMOHHBIX 00pa30BaTENbHBIX TEXHOJIOTHH € HCIOIB30BAHUEM
cetu «MHTEpHET;

o 3aKIIOYMTEIBHBEIM 3Tall — B  OYHO-JUCTAHIMOHHOM ¢opMe cC
IPUMEHEHHEM  JHUCTAHIIMOHHEIX  OOpa30BaTENbHBEIX  TEXHOJOTHIA,
o0ecreuMBaOIMX B PEKUME DPEAJLHOTO BPEMEHHM HICHTHU(DUKAIIHIO
JWYHOCTH YYacTHHMKOB 3aK/IOYUTEIBHOrO JTanma OauMnuagsl H
KOHTPO/IIb COONMIONEHHUA UMH YCIOBHM M TpeOOBAHMI 10 NMPOBEIECHHIO
OnuMnuael, yCTaHOBISHHBIX OpraHu3aropoM OIMMITHAIEL.

4.3. K ygactro B oTOopouHoM 3Tare ONUMIIHAIB! HOMYCKAIOTCS YIaCTHHKH,
NpoIIeAnre 0043aTeIbHYI0 PETHCTPALIHIO B IIOPS/IKE, YCTAHOBICHHOM PernmaMenToM.

4.4. K y4acTHio B 3aKIIIOUUTENBHOM 3Tane OIUMIIHa B! JOITYCKAIOTCS:

e 1o0eIUTENH U IpU3ephl OTOOPOYHOTO Tama (MX KOIHYECTBO HE J0/KHO
IPEBHIINATh 45 IPOLEHTOB OT OOIIEro (haKTHIECKOTO YHCIA YUaCTHHKOB
orbopounoro stana OIUMIMaIE);

e nobeautenu M npusepsl OnUMNUaAbl MPEABIYIIEro y4eOHOro roja,
npopoipKaroue o0ydeHWe B OpraHM3alUAX, OCYUIECTBIAIOMIMNX
00pa3oBare/IbHYI0 JEATENEHOCTh M0 00pa30BaTeIbHEIM IIPOrpaMMam
OCHOBHOTO M CpeiHero odmero obpaszoBaHusa, B ¢opme ceMelHOro
oOpasoBaHus MIM €aMOOOpa3OBaHHsS, OCBAMBAIOIIHE YKa3aHHEIC
00pa3oBaTeIbHbIE IPOrPAMMEI 38 PYOEIKOM.

4.5. CosepuieHHONETHHE YYaCTHHKH OJMMOHAIABI W PONUTENH (3aKOHHEBIE
IPEACTABUTEIH)  HECOBEPHICHHONETHHX  y4acTHHKOB  OmuMImMansl  0GA3aHEI




MHuHHCTEPCTBO HayKH M Bbicuiero obpazoBanus Poccuiickoii Denepalmn

denepanpHOE roCYNAPCTBEHHOE ABTOHOMHOE OBPA3OBATENBHOE YUPCHKAGHHE BEICIICIO 06Pa30RAHHT
«HanuonansHeIH HeenenoBarensckuii yausepeuter MTMO»

®
IIITM o (YruBepcuter UTMO)
ITonoxenue 06 onumrmane Yuusepcurera U TMO no uadopMaLoHHOH

GeszonacHocTy A mKombHHKOB 7—11 kiaccor «ITMO Security»
JIHAOBYY-CMK-03-42-2022

cTpanmua 7 u3 9

npenocraButh B OprkOMHTET NOATBEpXKAeHUE 00 O3HakomiaeHHH ¢ [lopsmkoM
IIPOBEJCHUA OJMMIIMAJ IIKOIbHUKOB, HactosmuM Ilonoxkenuem, PeramenTom
Onumnvazel, a Takke comlacue Ha cOop, XpaHEHHe, MCIOJIb30BAHKE,
pacrpocTpaHeHue (lepefady) U ImyOnHKaluio MepCOHaIbHBIX JAaHHBIX, OJUMITHAIHOMN
paboTH, B TOM uucie, B ceTH «HTepHETY.

4.6. IloOemurenmn oTGOpOYHOrO 3Tama  MOTYT IIPUCYTCTBOBaTh  Ha
3aKIIOYMTENBHOM 3Talle  JIUCTAHIMOHHO WIH OYHO. YYaCTHHKH, JKEIaroliye
IPUCYTCTBOBATh OYHO, OOSI3aHBI NIPEeJOCTaBUTE OPrKOMHUTETY MepPCOHAIBHBIE HaHHEIE
COBEPUICHHOJICTHETO COIPOBOXKAANOIIETO Kyparopa ydacTHukoB: ®UO, TenedoH, e-
mail.

4.7. Yuusepcuter UMTMO BeifenseT cnenuanbHEIE TPaHTHL B pasMepe He
Oonee 25000 (mBamuarn naTH THICAY) pyOmedt s ydacTHMKOB QJIHMITHAIEL,
[TOKA3aBIIHMX HAUBBICIIKE PE3yIbTaThl B 0TOOpoYHOM 3Tane Onmumnuansl (He 6osee 10
IPAaHTOB Ha YCMOTpeHHE opraHusaropa OnuUMNUaAsl M 10 €ro pEIeHHI0). [ paHTH
HAIpPaBJIeHBl Ha OIIATy PacX0l0B MHOTOPOAHUX YYaCTHUKOB Ha MPOE3 U MPOKHBAHHE
B Cankr-IleTepOypre B epuo MpoBeNeHUS 3aKIIFOUUTEIEHOTO dTana OIUMITHAIEL.

V. IOPSIIOK OIIPEAEJIEHWS TIOBEAWTEJEN A IIPU3EPOB
OJIMMITHA T

5.1. Ilobenutenn u mpusepsl OMUMIMAIB ONPEACISIOTCA [0 PEe3yNbTaTam
JTMYHOTO (MHAUBHIYyaIbHOIO) 3a4eTa 3aKIFOUHTEIBHOTO dTalla.

5.2. KomuuectBo mnoGexuteneit 3akmouuTensHOro stana OMuMMUAnbl He
JOJDKHO IIPEBBIINATh 8 IpPOLEHTOB OT o0mero (axkTU4eckoro 4uciia yYacTHHUKOB
3aKJIIOYMTENbHOr0  dTama. OOmee konuyecTBO mobenuTeNeid ¥ TPH3EPOB
3aKIIOYMTENBHOI0 3Tana OnuMIMagsl He JODKHO NPEBBINATE 25 TMPOIEHTOB OT
0011ero paKTHUECKOTo YHCIa YYaCTHUKOB 3aKIFOYUTENIBHOTO dTana OMuMITHAIEL.

5.3. KomuyectBo mnoGenuTesied W TPU3EPOB 3aKITIOUUTENBHOTO JTara
Onumnuaznsl, senagromuxcsa obydaromumucs 11 wracca, He nOKHO TpeBsimars 300
YEJIOBEK.

5.4. Criucku nobenurenei u npuzepor OJUMIMAAE pa3MENIAlOTCS Ha caiTe
Onmumnuaasl.

5.5. TlobGemurenamu OnuMIMAnBl CYUTAIOTCS y4yacTHUKH OIMMITHAMEI,
HarpaxJaeHHele aumioMaMud I[-oft crenenu. Ilpuzepamu OnuMnuazbl CUUTAIOTCS
ydactHuKM OnMMIHansl, HarpakaeHHbple quiioMamu I1-oit u I11-eif crenenei.
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YUET UBMEHEHU

Kaxplit TMCT HACTOAIIETO JOKYMEHTA HMEET CKBO3HYO HyMEpaIlHIoO.
IIpy BHECEHMM HM3MEHEHUIl B JOKYMEHT, BBHITYCKA€TCA HOBBIA JOKYMEHT C
nossienreM Bepeun (1.0 -Ha 2.0, 2.0 -wa 3.0 u T 1.).
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JIMCT COI'’TACOBAHUSA

ITonoxenue 06 omummuage VYuueepcutera WTMO 1o  mHbOpMAlMOHHON
GesonacHocTu st mkoIsHKKOB 7—11 kmaccoB «ITMO Security» (ko naeHTHOUKAIMHI
nokymenra JIHAOBYY-CMK-03-42-2022) cortacoBaHo:

Jo/kHOCTS (HOApa3Ie/ienne) Hoanuce ®HUO

IOpuaugeckoe ynpasnernue




